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Abstract: This paper examines the readiness of countries and organizations for quantum suprem-
acy, expected by 2033 or sooner. As quantum computers threaten modern encryption systems, we
investigate current research progress, global initiatives for infrastructure preparation, and associ-
ated risks and mitigation measures. Using resources like Google Scholar, IEEE Xplore, and ACM
Digital Library, we conduct a literature review on quantum computing advancements. The study
applies the Technology Acceptance Model to assess quantum computer adoption and uses the Pa-
reto principle to analyse the top 20% of wealthy and upper-middle-income nations. We also present
a case study on the United States' efforts. By exploring measures to protect digital spaces and pre-
vent unauthorized access, this work contributes to assessing global preparedness for quantum su-
premacy.

Keywords: Quantum Advantage; Quantum Supremacy; Post Quantum Security; Digital Infra-
structure; Cloud Computing

1. Introduction

Quantum supremacy, is achieved when quantum computers can perform tasks im-
possible for classical computers [1] [2]. Unlike classical computers using binary bits, quan-
tum computers use qubits that can exist in multiple states simultaneously. This capability
poses significant risks to current encryption methods. For example, Shor's algorithm can
break RSA encryption in polynomial time, with a complexity indicated in the Big O nota-
tion equation (1) below, a feat intractable for classical computers [3].

0((log(n)? * (log(log(n)) * (log(log(log(m))))) @

This paper explores the implications of quantum supremacy, its potential impacts,
and challenges. We examine policies for quantum computer development and use the
Technology Acceptance Model (TAM) to assess adoption readiness. The Pareto principle
is applied to select the top 20% of wealthy and upper-middle-income countries for analy-
sis. We begin by defining digital security and infrastructure.

1.1 Digital Security and Infrastructure

Digital security encompasses measures to protect data during storage and transmis-
sion across various media. This includes personal devices like flash drives and large-scale
infrastructure such as data centres and telecommunications networks. A key method for
data protection is public/private key cryptography, which relies on the computational dif-
ficulty of factoring large numbers into primes. While classical computers struggle with
this task, quantum computers could theoretically break these encryption methods. This
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capability of quantum computers poses significant security risks to current digital infra-
structure and highlights the urgent need for quantum-resistant encryption techniques. As
quantum computing advances, the security of internet transactions, storage media, and
digital infrastructure faces unprecedented challenges, necessitating the development of
robust, quantum-proof security measures.

1.2. Understanding Classical Computer

A Classical Computer is what we generally see every day. It is the computer that runs
the operating system on modern smartphones; it runs Microsoft Windows and Linux op-
erating systems. Classical Computers are based on a model called the Von-Neumann Ar-
chitecture, which is a general structure of the hardware that is modularized and where
each module performs specific tasks that are controlled by a Central Processing Unit. The
different modules in the Von Neumann architecture are the arithmetic and logic unit, the
memory unit, the central processing unit and the control unit. In most systems today, the
CPU and Control are integrated components. Another distinguishing characteristic of
classical computers is that they rely on an encoding of information in the form of bits or
zeros and ones to represent information. It might be interesting to note that all logic and
logical representations can be coded into digits, and while the most popular system in use
today is the decimal system, computers use binary systems (0,1) because it is easy to create
hardware that can manipulate those digits by mathematical calculations to produce out-
put from input. Generally, all computing systems have an input source, a data processing
system, and an output. Now that we have discussed what classical computers are, we can
now investigate quantum computers.

1.3. Understanding Quantum Computers

A quantum computer is very different from a classical computer and does not use
the Von Neumann architecture, although there are some implementations that might bor-
row from the Von Neumann architecture; generally, memory manipulation in quantum
computers is different from classical computers. There are different types of quantum
computers in experimental use and development today, and each uses a different archi-
tecture. While there are generally agreed upon standards on classical computers, there is
still an ongoing race to create an efficient quantum computing architecture, hence the var-
ious types in experimental use and development today. The broad standards of quantum
computers are indicated in the Table 1 below.

2. Literature Review

2.1 Types of Quantum Computers

There are six main types of quantum computers in use today, and although their
technologies are still relatively novel and still being explored, it is expected that the final
standards in quantum computer architecture will be based on the broad categories in Ta-
ble 1 below.

Table 1. Types of Quantum Computers.

Architecture Principle
Superconducting Quantum Com-Uses superconducting circuits as qubits, manipulated by
puters microwave pulses and read by measuring electrical re-
sponse.

Trapped Ion Quantum Computers Employs trapped ions as qubits, manipulated by lasers
and read using photodetectors.

Topological Quantum Computers Ultilizes anyons as qubits, manipulated by braiding oper-
ations and read through anyon measurements.
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Quantum Annealers Solves optimization problems by finding lowest energy
states, with qubit states inferred from system energy con-
figuration.

Silicon Quantum Computers Uses silicon-based qubits, manipulated by voltages or

magnetic fields, and read using single-electron transis-
tors or charge sensors.

Photonic Quantum Computers ~ Employs individual photons as qubits, manipulated by
optical devices and read by measuring photon proper-
ties.

2.2. Progress in Quantum Computation

The concept of quantum computation was introduced by Physicist Richard Feynman,
who proposed that classical computers were incapable of solving certain types of prob-
lems, such as quantum phenomena, and since the physical world was quantum in nature,
he therefore proposed that instead, quantum computers be investigated for solving such
problems[4]. The possibility of using quantum computers to simulate physics is possible
thanks to the principle of the universality of computation. This concept is primarily asso-
ciated with the Church-Turing thesis, which proposes that any calculation or computation
that can be performed by a Turing machine (an abstract mathematical concept of compu-
tation) can also be performed by any other "universal" computing device given enough
time and resources. Therefore, given that a quantum computer has enough resources and
is a computing device, it can solve problems that a classical computer can solve. Currently,
however, there are certain problems that current quantum computers cannot solve as ef-
ficiently as classical computers. However, since we can establish that quantum computers
are universal computers, we know that eventually, given enough time, we will achieve
quantum supremacy. However, this might not necessarily mean that all problems would
be solved faster or more efficiently on a quantum computer than on a classical computer.
With the background given, below is a summary in tabular form on the progress of quan-
tum computers since the proposition by Richard Feynman.

Table 2. Selected Events in Quantum Computation.

Year Event
1982 Theory on Quantum Computation [4]
1985 Theoretical Quantum Turing Machine is proposed
1990 Quantum error correction paved the way for practical quantum com-
puters
1994 Shor’s algorithm shows that factoring very large numbers into their

primes is possible in reasonable time which is still intractable for classi-
cal computer.
1996 Grovers algorithm, Seth Lloyd proof on simulating physics

2011 IBM Develops 2 Qubit Quantum Logic Gate

2015 IBM show quantum error correction by combining superconducting
qubits in lattice arrangement
2017 IBM Create 20 Qubit machine

2018 IBM unveil 50 qubit machines

2019 Google Sycamore solves problem that would take a classical computer
10,000 years
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2.3. The Technology Acceptance Model - TAM

As we will use the Technology Acceptance Model (TAM) to assess the current state
of work and adoption by both nations and corporations within the quantum computing
space, it is important to define what TAM is and how the rating will be conducted. TAM
is a well-documented tool for assessing the acceptance and use of new technology, and it
also gives an indication as to whether a certain technology is ready for adoption or not.
There are 3 metrics that are used in TAM, and these are explained below.

2.4. Perceived Ease of Use

In the Technology Acceptance Model (TAM), perceived ease of use refers to how ef-
fortlessly a user expects to use a technology. For quantum computing, this is influenced
by factors like the learning curve, interface usability, documentation clarity, educational
resources, and technical support. Given quantum computing's complex nature, efforts to
simplify interfaces, provide user-friendly tools, offer comprehensive training, and ensure
robust support are crucial. Companies like IBM and Google are already offering cloud-
based platforms with interactive tutorials to increase perceived ease of use. As quantum
technology matures and integrates with existing IT infrastructures, its perceived ease of
use is likely to increase, potentially leading to wider acceptance and adoption.

2.5. Perceived Usefulness

Perceived usefulness, the second key metric in the Technology Acceptance Model,
measures how much a user believes a system will improve their performance or solve
problems. For quantum computing, this relates to its potential benefits over classical com-
puting in areas like computational speed, problem-solving, and data encryption. To be
adopted, quantum computing must demonstrate clear advantages in efficiency, cost-ef-
fectiveness, versatility, or scalability. Countries or corporations will find it useful if it of-
fers significant benefits in sectors such as data security, financial modelling, drug discov-
ery, weather forecasting, and artificial intelligence. The perceived usefulness may vary
based on specific needs, resources, and objectives, and is likely to increase as the technol-
ogy matures and its applications become more evident.

3. Methodology

This paper uses a systematic literature review to attain all the highlighted objectives.
Specifically, we explore the following digital libraries for our information: Google Scholar,
ACM Digital Library and IEEE Explore.

3.1. Research Questions

1.  What is the current progress of the quantum computing field?

2. What are the initiatives being taken globally to prepare for quantum suprem-
acy?

3. What are the risks associated with the attainment of quantum supremacy?

4. What mitigation measures have governments and private corporations taken

to prepare for quantum supremacy?

3.2. Objectives

1. To explain the current progress in quantum computing technology.

2. To explore global initiatives to make infrastructure ready for quantum suprem-
acy.

3. To explore the risks associated with quantum supremacy.

4. To explore current mitigation measures by both governments and private cor-
porations.

3.3. Inclusion Criteria
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1.  The literature must be recent, defined as having been published within the last
three years.
2. The source of the material should be reputable and academically oriented, lim-

ited to Google Scholar, IEEE Xplore, and the ACM Digital Library.

3. For the ACM Digital Library, only articles with available artifacts (e.g., code,
datasets, software) are included.

4. The type of material must be either journal or conference articles, encompass-
ing reviews, case studies, and empirical and theoretical research papers.

3.4. Exclusion Criteria

1.  Any work that is older than 5 years and any work from sources other than
Google Scholar, IEEE Explore and the ACM Digital Library

2. Articles from sources other than Google Scholar, IEEE Xplore, and the ACM
Digital Library are excluded to maintain the academic rigor of the study.

3. Any works that do not have associated artifacts on the ACM Digital Library
are excluded.

4. Any literature type other than journal or conference articles, such as books,
editorials, theses, and dissertations, is excluded.

5. Any similar studies already captured in the literature that do not add new or
unique insights to the research are excluded.

For this research, since we are interested in the application of quantum computers
specifically to technological issues, we restricted our themes to digital security and infra-
structure.

Table 3. Search Strings.

Year Event

1. What is the current progress of theRecent advancements in Quantum Computing

Quantum Computing field? OR State-of-the-art Quantum Computing tech-
nologies OR Latest developments in Quantum
Computing research OR Progress and break-
throughs in Quantum Computing OR Ad-
vances in Quantum Computing hardware and
software

2. What are the initiatives beingGlobal efforts towards Quantum Computing

taken globally to prepare for quan-readiness OR Initiatives for infrastructure de-

tum supremacy? velopment in Quantum Computing world-
wide OR Global programs for preparing for
quantum supremacy OR International collabo-
rations in Quantum Computing research OR
Government initiatives for Quantum Compu-
ting adoption

3. What are the risks associated withSecurity risks of Quantum Supremacy OR

the attainment of Quantum Suprem-Vulnerabilities in current encryption systems

acy? due to Quantum Computing OR Implications
of Shor's algorithm for RSA encryption OR
Privacy risks in the era of Quantum Suprem-
acy OR Threats to digital security posed by
Quantum Computing
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4. What mitigation measures haveGovernment strategies for Quantum Compu-

governments and private corpora-ting readiness OR Corporate initiatives in

tions taken to prepare for QuantumQuantum Computing security OR Policy

Supremacy? measures to address Quantum Computing
risks OR Investments in Quantum Computing
infrastructure by governments OR Public—pri-
vate partnerships in Quantum Computing re-
search

4. Results

Regarding the recent advancements in quantum computing, we confined our results
to information that is available in the last 5 years. What we noted on Google Scholar was
that the results after the 10th page were not concerned with our search strings and were
very generic, while the results in the ACM Digital Library and IEEE Xplore were much
more targeted. However, we also noted that the 2 journal and conference sites provided
much more useful information that was also ordered automatically according to the rele-
vance of our search strings. ACM and IEEE Xplore also had results that were not con-
cerned with our targeted search strings by on average the 2nd page. It can also be noted
that the number of overall results was greater on Google, followed by ACM and IEEE
Xplore. We also noted that the results in the ACM Digital Library were the same for the
first 2 research questions.

4.1. Progress on Quantum Computers, Global Initiatives, Risks and Mitigation
Measures

This section addresses the research questions and objectives regarding the current
progress on quantum computing, the initiatives to prepare for the advent of quantum su-
premacy or quantum advantage, the risks associated with quantum supremacy and the
mitigation measures being undertaken by governments and corporations to prepare for
quantum supremacy. We present our results in tabulated format. The number of articles
found in each case was analysed from the abstract, and those that fell within the specific
criteria of the needed themes are indicated in Table 4 which illustrates the significant re-
search gap in quantum computing related to infrastructure and digital security themes.
While Google Scholar yielded the most articles, the relevance of the results was notably
lower compared to specialized databases like the ACM Digital Library and IEEE Xplore.
This discrepancy highlights the need for targeted research efforts focusing on practical
applications, especially in developing quantum-resistant digital infrastructures. The
search strings used are indicated in Table 3 - Search Strings. We focused on practical ap-
plications of quantum computing that have been proven to directly affect our assessment
based on the technology acceptance model. The results were then filtered first from the
title and then from the abstract. Furthermore, those results that were selected from the
abstracts were analysed to determine whether they addressed the two key points of our
research, namely, whether they addressed themes associated with digital security or is-
sues surrounding infrastructure post-Quantum Supremacy.

Table 4. Progress in Quantum Computing — Objective 1.

Source Total Results from search Theme - Infrastructure
Google Scholar 16,700 (51, (6], [71, (8], [9], [10], [11]
ACM Digital Library 3,068 (12]

IEEE Xplore 251 [13], [14], [15]
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Table 5. Preparation for Quantum Supremacy - Objective 2.

Source Total Results from search Theme - Infrastructure
Google Scholar 11,900 [16], [17], [18], [19], [20], [21], [22], [23],
[24], [25], [26], [27], [28], [29], [30]
ACM Digital Library 3068 [12]
IEEE Xplore 14 [31], [32]

Table 6. Risks associated with Quantum Supremacy.

Source Total Results from search Theme - Infrastructure
Google Scholar 59 (33], [34], [35]
ACM Digital Library 3066 -
IEEE Xplore 7 (36]

Table 7. Risks associated with Quantum Supremacy.

Source Total Results from search Theme - Infrastructure
Google Scholar 7000 (27], [37], [38]
ACM Digital Library 3788 -
IEEE Xplore - -

4.2. Analysis of Table 4 to Table 7 Results

Google Scholar consistently yielded the highest total results across all categories, sig-
nificantly outperforming ACM Digital Library and IEEE Xplore. However, the number of
articles relevant to digital security and infrastructure themes was notably lower than the
total results. This discrepancy highlights a significant gap between the volume of quan-
tum computing research and its relevance to critical areas of digital security and infra-
structure. The underrepresentation of these themes in quantum supremacy research indi-
cates a pressing need for increased focus from academia, industry, and policymakers. The
apparent deficit in research on preparing infrastructure for quantum computing is partic-
ularly concerning. As quantum technology evolves, the strain on current infrastructure
will increase. Without adequate preparation, we risk being ill-equipped to harness quan-
tum technology's full potential when it becomes available. It is crucial for the global com-
munity, especially governments, corporations, and academia, to prioritize digital security
and infrastructure in quantum computing research. This focus would help mitigate po-
tential risks and facilitate a smooth transition into the quantum era.

4.3. Quantum Computer Adoption

Here, we look at the state of adoption or work being done on QC by the top 20% of
wealthiest nations and middle-income nations, respectively. As a start, we obtain our re-
sults for the wealth of nations from the World Bank 2021 report, which, in addition to
using GDP as a measure of a nation’s progress, also expands the nature of wealth to in-
clude the estimated combined known natural resource wealth that can be exploited in the
interim[39]. It also classifies countries into 4 categories as high-income, upper middle-in-
come, lower middle-income and low-income countries, as indicated in Table 8 below.
When we apply the Pareto principle to the top 20% of wealthy nations and the top 20% of
middle-income nations based on 2018 and 2022 data provided by the World Bank, we
have the following list of countries in Table 9 that are reviewed in this work and assessed
using the technology acceptance model (TAM) as concerns quantum computing.
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The Technology Acceptance Model (TAM) was selected due to its robust framework
for evaluating user readiness and acceptance of emerging technologies. TAM has been
extensively validated and stands as a leading scientific paradigm for explaining and pre-
dicting user acceptance across a spectrum of technological deployments[40]. The Pareto
principle was employed to focus on the top 20% of high-income and upper-middle-in-
come countries, as these nations are likely to lead quantum technology advancements.
This approach ensures that the analysis is both targeted and impactful, highlighting the
critical disparities and opportunities in quantum computing readiness. We use the Pareto
principle to prioritize the most impactful elements within our study, a scientifically vali-
dated method widely employed across various research and management disciplines es-
pecially if the data is Paretian on analysis[41], [42].

Table 8. Risks associated with Quantum Supremacy.

Group July 1, 2022, for FY23 (new)

<1,045
1,046-4,095
4,096-12,695

Low Income
Lower-middle income
Upper-middle income

Table 9. Analysed Countries - TAM - Quantum Computing.

Country Classification Estimated Wealth — GNI Per Capita
United States High Income $65,283
Switzerland High Income $63,020
Norway High Income $62,280
Ireland High Income $61,640
Luxembourg High Income $61,080
Iceland High Income $60,960
Denmark High Income $59,410
Netherlands High Income $58,560
Sweden High Income $57,830
China Upper Middle Income $11,590
Brazil Upper Middle Income $10,110
Mexico Upper Middle Income $9,750
Turkey Upper Middle Income $9,380
Argentina Upper Middle Income $8,820
Colombia Upper Middle Income $8,630
South Africa Upper Middle Income $8,560
Indonesia Upper Middle Income $8,420
Thailand Upper Middle Income $8,320

4.4. Applying TAM to Selected Countries

The approach to assess the Technology Acceptance Model for the selected countries
in Table 9 above follows the flow indicated below. We term these assessment criteria num-
bered AC1 to AC4.

1. Check whether corporations in those countries or governments have a quan-
tum computing policy or initiatives. This was done by Google and Microsoft Bing searches
and focused only on sources that were only corporate or government information.

2. Check if actual work is being done to build quantum computers, this helped
us identify whether we can then answer the question as to the ease of use, which would
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not make sense if there were currently no initiative to build a quantum computer or no
existing quantum computer in place.

3. Generally, technology that is at the point at which it is classified as easy to use
would be adopted by a sizeable number of individuals outside the R&D space, and this
can be seen by studies such as the Gartner Hype Cycle[43], [44]. Therefore, we check
through search engines whether there is some level of adoption other than use within the
R&D space.

4. To assess the final point, which is the usefulness of the technology, we again
see if there are practical applications underway by corporations or those selected govern-
ments to solve real-world problems. In each country’s case, we ask if there are practical
solutions to known real-world problems, and if yes, we ascertain that the technology is
useful.

5. If the answer to all 4 questions above was yes and there was proof through
searches on the internet, we concluded that the country was ready to embrace quantum
computing.

Respective search strings for each of the 5 points are indicated in Table 10 below. As
highlighted earlier, searches were conducted on Google and Bing. Search results must
then be manually analysed to filter only those that fit the inclusion criteria, such as sources
from official corporate or government websites.

Table 10. TAM Search Strings.

SN Search String
1 government or corporate quantum initiative [COUN-
TRY NAME]
2 building quantum computer or planning [COUNTRY
NAME]
3 Quantum computing as a service, public access
[COUNTY NAME]
4 Practical quantum computer use [COUNTRY NAME]

Table 11. TAM Results.

Country AC1 AC2 AC3 AC4 TAM Readiness
United States Yes[45] Yes Yes Yes Yes
Switzerland  Yes Yes Yes Yes[46] Yes
Norway Yes Yes Yes - No
Ireland Yes Yes Yes Yes Yes
Luxembourg Yes Yes Yes Yes No
Iceland No No No No No
Denmark Yes Yes No No No
Netherlands Yes Yes No No No
Sweden Yes Yes No No No
China Yes Yes Yes Yes Yes
Brazil Yes Yes No No No
Mexico Yes No No No No
Turkey No No No No No
Argentina No No No No No
Colombia No No No No No
South Africa  Yes Yes No No No
Indonesia Yes No No No No

Thailand Yes No No No No
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The TAM evaluation of eighteen countries reveals:

1. Twelve countries have quantum initiatives (AC1), showing growing interest
across income levels.

2. Nine countries are building quantum computers (AC2), indicating challenges
in practical implementation.

3. Only four countries (US, Switzerland, Ireland, China) offer quantum compu-
ting as a service (AC3).

4. The same four countries have practical applications of quantum computers
(AC4).

5. Only three countries (US, Switzerland, Ireland) are deemed TAM-ready for
quantum computing.

This analysis suggests quantum computing is still in its initial stages but poised for
rapid growth. The field is expected to attract significant resources and investments, po-
tentially leading to more start-ups and increased funding in research. IBM's ambitious
plans could catalyze industry-wide competition. The implications of quantum supremacy
extend beyond corporate interests to national security, potentially revolutionizing cryp-
tography, intelligence gathering, and data analysis. This is likely to stimulate strategic
government investments in quantum computing. The quantum computing landscape is
on the brink of significant change, driven by corporate competition, governmental strate-
gies, technological advancements, and global resource allocation. It is also important to
note that from the analysis conducted, qualitative factors significantly influence quantum
computing readiness, complementing quantitative TAM metrics:

. Economic Barriers: Upper-middle-income countries face challenges in scaling
infrastructure due to limited funding. For example, while China has significant govern-
ment backing, nations like Brazil and South Africa struggle with practical implementa-
tions (AC2 in Table 11). High costs associated with quantum research and infrastructure
act as a barrier to widespread adoption.

. Educational and Workforce Gaps: Nations with strong educational systems
and workforce training programs, such as the U.S. and Switzerland, show higher TAM
readiness (Table 9). These countries invest heavily in quantum education, ensuring a pipe-
line of skilled professionals.

. Cultural and Policy Impacts: The centralized approach in China facilitates
rapid deployment but limits private-sector innovation, contrasting with the U.S. model
that encourages diverse stakeholders. This cultural difference impacts perceived ease of
use and usefulness, key TAM metrics.

Addressing these barriers requires targeted policies and investments, particularly in
education and international collaboration.

4.5. Case Study — The United States Quantum Initiative

The United States has been engaged in the deliberate research and development of
quantum computers since 1981 when Richard Feynman gave a talk on the possibility of
simulating physics with a quantum computer. In 1985, Physicist David Deutsch from Ox-
ford University published a paper on a theoretical Quantum Turing Machine[47], [48].
Since then, the field remained relatively theoretical until 1994, when Shor’s algorithm for
factoring large numbers into primes resuscitated the research into this novel field. The
possibilities of what quantum computers could provide in terms of drug discovery[49],
protein analysis and overall speedups of the simulation of natural phenomena became
apparent. This in turn brought in interest from the private sector with companies such as
IBM deliberately funding research into quantum computers. This was closely followed by
Google and NASA. From the onset, US entities had shown interest in the power of quan-
tum computers.
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The United States National Quantum Initiative (NQI) was launched in 2018 through
an Act of Congress to deliberately stir the US into a Quantum superpower. This is the only
country in the world that had quantum computing as law because the policy makers re-
alized the benefits and potential threats that this technology may bring. The United States
would deliberately want to maintain an edge on global influence by owning superior tech-
nology before it becomes mainstream; hence, as indicated in the preamble to the National
Quantum Initiative Act, “To provide for a coordinated Federal program to accelerate
quantum research and development for the economic and national security of the United
States”, that government clearly understands that the technology poses a security risk and
indeed economic benefits. Since the enactment into law of the quantum act, the country
has seen increased investment in quantum computing with companies such as Google
recently claiming that they had achieved quantum supremacy[50] but that has been re-
futed by several within the research space because while the results had some significant
breakthroughs, the claim of supremacy was false because classical computers could still
manage the computations that were used by the Google 53 qubit Sycamore quantum com-
puter, the results could be replicated by a classical computer[51]. The US government has
also spent approximately $3.5 billion on its quantum initiative, as seen in Figure 1 below.

The base budget is for research into quantum information science (QIS), while the
NQI budget is generally concerned with government activities to prepare that country for
the adoption of quantum technology though training and education. The US is deliber-
ately preparing its citizenry for quantum advantage. Private entities have also played a
significant role. IBM also announced that they would have a 100,000-qubit quantum com-
puter by 2033[52].

U.S. QIS R&D Budgets

$1,000 M

SBO0 M
$600 M
5400 M

S0M

FY 2019 FY 2020 FY 2021 FY 2022 FY 2023
Actual Actual Acutal Estimated Proposed

»mNQl mBase
Figure 1. US Quantum Budget

IBM is working with a Tokyo Lap, so naturally, Japan would also benefit from such
technology. The implications of that are quite outstanding and form the basis for our ear-
lier indication as to when quantum supremacy would be achieved. To elaborate more on
the implication, the quantum computer that IBM plans to build will be able to achieve the

following.

. Break cryptography.

. Simulate complex systems.

. Solve optimization problems for industries such as materials science and man-
ufacturing.

. Speedup machine learning by leaps and bounds.

The brief implications highlighted above would naturally already place the United
States at the forefront of the technological race, creating an enormous gap between those



Journal of Artificial and Data Intelligence 12 of 15

that have the technology and those that do not have it. There is clearly interest from highly
technologically aware countries, as China also announced that they have committed
$15Bn[53] for research into this novel field, which would make it the single largest ex-
penditure by any government once realized. Some researchers advocate for a more dem-
ocratic access model to quantum technology, considering its vast implications across
health, security, agriculture, and manufacturing sectors[20]. This case study underscores
the strategic value of investing in quantum technology and the necessity of thoughtful,
comprehensive planning in this rapidly developing field.

4.6. Comparative Analysis of Quantum Initiatives

The global landscape of quantum computing readiness demonstrates varied ap-
proaches and outcomes, influenced by economic, strategic, and technological factors.

United States: The U.S. emphasizes private-public partnerships, with significant in-
vestments from both government initiatives like the National Quantum Initiative Act
(2018) and corporate leaders like IBM and Google. The U.S. government alone has allo-
cated approximately $3.5 billion toward quantum research and infrastructure, aiming to
maintain its technological edge and mitigate risks. TAM analysis shows the U.S. is fully
ready for quantum adoption, with initiatives spanning policy, R&D, and workforce train-
ing (Table 11).

China: China’s centralized strategy is highlighted by its $15 billion investment in
quantum technologies, the largest of any nation. While China lags behind the U.S. in prac-
tical adoption metrics (AC3 and AC4 in Table 11), its government-driven model ensures
a cohesive approach to achieving quantum readiness. This includes quantum-encrypted
communication systems and partnerships with academic institutions.

European Union: The EU adopts a collaborative model through its Quantum Flag-
ship program, a €1 billion initiative fostering partnerships across member states. This ap-
proach emphasizes inclusivity and standardization, as evidenced by the development of
common quantum standards. TAM readiness in the EU is uneven, with countries like Ire-
land leading in adoption metrics while others, such as Sweden, lag behind (Table 11).

Emerging Economies: Upper-middle-income nations like Brazil and South Africa are
investing in quantum research but face challenges in scaling infrastructure and ensuring
usability. TAM analysis shows limited readiness, with adoption mostly confined to aca-
demic research (Table 9).

This comparative analysis highlights how high-income nations with robust ecosys-
tems and private-sector involvement lead quantum initiatives. In contrast, upper-middle-
income nations rely on state-driven efforts, reflecting varied pathways to quantum readi-
ness.

5. Recommendations

To address the challenges of quantum supremacy readiness and its implications, this
paper recommends the following:

1. Adopt Quantum-Resistant Cryptography: Governments and corporations
should prioritize transitioning to quantum-resistant encryption standards to safeguard
critical data.

2. Enhance International Collaborations: Initiatives like the EU's Quantum Flag-
ship demonstrate the value of cooperative approaches[54]. Expanding similar models
globally could accelerate readiness.

3. Invest in Education and Training: Building a quantum-ready workforce
through educational programs and technical training is essential for long-term success.

4. Develop Policy Frameworks: Policymakers should enact legislation supporting
quantum research while addressing ethical concerns and cybersecurity risks.

5. Encourage Private Sector Participation: Public-private partnerships, as seen in
the United States, can drive innovation and resource allocation.
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6. Discussion and Conclusion

Quantum computing advancements and investments are predominantly concen-
trated in high-income countries, with a few exceptions like China and South Africa. This
concentration is likely due to the significant financial resources required for quantum in-
frastructure development. The Technology Acceptance Model (TAM) analysis suggests
that only 4 out of 16 assessed countries are ready to integrate quantum computing into
everyday operations. While the immediate threat to global cybersecurity from quantum
computers is currently low, continuous reassessment is necessary given the rapid pace of
technological advancement. The nation’s leading in quantum research are also major con-
tributors to global technology infrastructure, suggesting they may be both the source of
potential cybersecurity risks and the key to mitigating them.

The deployment of large-scale quantum computers is expected to coincide with up-
grades to global digital infrastructure to ensure quantum resistance. This upgrade is cru-
cial to protect critical information from potential quantum-enabled breaches. The enact-
ment of data protection laws in many countries highlights the legal and ethical challenges
alongside the technical ones. These regulations must be respected, especially considering
the potential for quantum computers to crack current encryption standards.

6.1. Limitations and Future Direction

This study focuses on high-income and upper-middle-income countries, potentially
limiting the generalizability of findings to lower-income nations. Additionally, the fast-
paced nature of quantum research means that the analysed data may become outdated
quickly. Future studies should explore the socio-economic and cultural factors influencing
quantum technology adoption. Expanding the scope to include more diverse geographies
and longitudinal analyses would provide a more comprehensive understanding of global
readiness.

In conclusion, quantum supremacy presents both immense opportunities and signif-
icant challenges. These extend beyond technological difficulties into geopolitics, legal
frameworks, and ethics. The current best approach involves vigilant monitoring of devel-
opments, creation of quantum-resistant infrastructure, and a focus on data protection laws
that respect sovereignty in the quantum age.
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